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High Security
Doors

These security recommendations are for areas
that require a higher level of security, such as
data and record storage or administration
offices. These areas are usually only accessed
by staff or with staff supervision.

Learn best practices to
secure this opening.

Locate these openings:
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Operational requirements:

] © —
= ® =

Door is usually
secured when staff
member is not present

Access is gained
by a valid credential
or key

Free egress is
always available



Key considerations for securing high security or sensitive areas
High security areas can include:
- Aministration offices
- Data or file rooms

- Rooms or areas that contain sensitive or private data (HIPPA or other
government regulated information)

» Rooms or offices with medications

» Closets or laboratories with chemicals for science classes or custodial/
maintenance supplies

- Staff only areas
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Product recommendations

Here are some key components for
securing high security areas.

For full solutions, specifications and
recommendations, contact us.

Electronic Access Control

Electronic access control allows staff to use their badge or other credential to easily access
these always locked areas. It also allows for instantly issuing or deactivating cards and
provides an audit trail of who accessed the space and when.

Wired card reader or wireless electronic lock for improved access control and the
ability to track who gained access and when. Pair with smart card credentials for higher
security over proximity and magnetic stripe cards, as well as improved key control.

A door closer is recommended to ensure door returns to locked, latched and
secure position.

Door position switch and latch bolt monitor show the status of the door and latch so
administrators know the status of the door in this high security area.

Consider steel doors and frames for higher levels of security, durability, and stronger
lock reinforcements. Steel doors may have built-in conduit raceways to make wiring for
access control easier.



https://commercial.schlage.com/en/products/readers.html
https://commercial.schlage.com/en/products/electronic-locks/le-mobile-enabled-wireless-mortise-locks.html
https://commercial.schlage.com/en/products/system-accessories.html
https://us.allegion.com/en/contact-us.html
https://www.lcnclosers.com/en/solutions/by-market/k-12.html
https://www.steelcraft.com/en/products/steel-doors/paladin-pw-series-tornado-doors.html

Other solutions not shown in the diagram above

If a mechanical locking solution is preferred, choose a lock with function that is always
locked (storeroom function) or with a deadbolt.

Use patented, restricted keys and cylinders for improved key control and ensure you
have a key management system where each key distributed is logged and documented.
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To contact an Allegion security consultant, visit
us.allegion.com/schoolsecurity
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http://us.allegion.com/schoolsecurity
https://commercial.schlage.com/en/products/mechanical-locks.html
https://commercial.schlage.com/en/products/key-systems.html

